PRIVACY NOTICE
1.

INTRODUCTION

1.1

This privacy notice ("Privacy Notice") applies to all personal information process
activities undertaken by Chintai Network Services Pte. Ltd, a limited liability company
holding registration number 202025909R with registered office at 2 Venture Drive,
Number 11-31, Vision Exchange, Singapore (“Chintai”, "we", "us").

1.2

Chintai is a data controller for personal information that we process in connection with
the Chintai network, Chintai website at the URL www.chintai.io, issuance of CHEX
Tokens and/or any services we provide from time to time that necessitates the
collection of personal information.

1.3

This policy sets out how we collect, use and store your personal data as well as
explaining your rights in respect of the personal data we hold about you.

1.4

Please contact us at support@chintai.io should you require more information on our
Privacy Notice.

2.

THE INFORMATION WE PROCESS

2.1

We collect and process various categories of personal information at the start of, and
for the duration of, your relationship with us. We will limit the collection and processing
of information to information necessary to achieve one or more legitimate purposes as
identified in this notice.

2.2

We will only collect your information in line with relevant regulations and law.

2.3

The information we collect may include:
2.3.1

personal details, e.g. name, previous names, gender, date and place of birth;

2.3.2

contact details, e.g. address, email address, landline and mobile numbers;

2.3.3

information concerning your identity e.g. photo ID, passport information,
social security number, National ID card and nationality;

2.3.4

market research, e.g. information and opinions expressed when participating
in market research;

2.3.5

user login and subscription data;

2.3.6

other information about you that you give us by filling in forms or by
communicating with us, whether face-to-face, by phone, email, online, or
otherwise;

2.3.7

your financial and credit information and information about your relationship
with us, including the products and services you hold, the channels you use
and your ways of interacting with us;

2.3.8

information we use to identify and authenticate you, e.g. your signature and
your biometric information, such as your voice for voice ID, or additional
information that we receive from external sources that we need for
compliance purposes;

2.3.9

geographic information, eg your location when signing up to any products or
services that are only available in certain jurisdictions;
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2.3.10

marketing and sales information, e.g. details of the services you receive and
your preferences;

2.3.11

cookies and similar technologies we use to recognise you, remember your
preferences and tailor the content we provide to you (see paragraph 3 for
more information on cookies);

2.3.12

investigations data, e.g. due diligence checks, sanctions and anti-money
laundering checks, external intelligence reports, content and metadata
related to relevant exchanges of information between and among individuals
and/or organisations, including emails, voicemail, live chat, etc.;

2.3.13

records of correspondence and other communications between us, including
email, live chat, instant messages and social media communications;

2.3.14

information that we need to support our regulatory obligations, e.g.
information about transaction details, detection of any suspicious and
unusual activity and information about parties connected to you or these
activities;

2.3.15

information you’ve asked us to collect for you, e.g. information about your
accounts or holdings with other companies including transaction information;

2.3.16

information from third party providers, e.g. information that helps us to
combat fraud or that relates to your social interactions (including your
communications via social media, between individuals, organisations,
prospects and other stakeholders acquired from companies that collect
combined information);

3.

COOKIES

3.1

Cookies are text files containing small amounts of information which are downloaded
to your device when you visit a website. Cookies are useful because they allow a
website to recognise your device, preferences and can be used to improve your online
experience.

3.2

All recent versions of popular browsers give you a level of control over cookies. You
can set your browser to accept or reject all, or certain, cookies.

3.3

Please be aware that some areas of our website may not function after you have
changed your cookie settings.

4.

HOW WE COLLECT YOUR INFORMATION

4.1

We may collect your personal information from a variety of sources including:
4.1.1

information you give to us;

4.1.2

information that we receive from third parties including third parties who
provide services to you or us, fraud prevention or government agencies;

4.1.3

information that we learn about you through our relationship with you and the
way you operate your accounts and/or services, such as the payments made
to and from your accounts;

4.1.4

information that we gather from the technology which you use to access our
services (for example location data from your mobile phone, or an IP
address or telephone number) and how you use it (for example pattern
recognition); and
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4.1.5

information that we gather from publicly available sources, such as the
press, the electoral register, company registers and online search engines.

5.

HOW WE WILL USE YOUR INFORMATION

5.1

We will only use your information with your consent to do so or else if we have a lawful
reason for using it. These lawful reasons include where we:

5.2

5.1.1

need to pursue our legitimate interests;

5.1.2

need to process the information to carry out an agreement we have with you;

5.1.3

need to process the information to comply with a legal obligation;

5.1.4

believe the use of your information as described is in the public interest, e.g.
for the purpose of preventing or detecting crime;

5.1.5

need to establish, exercise or defend our legal rights;

5.1.6

need to use your information for our insurance purposes.

The reasons we use your information include to:
5.2.1

deliver our products and services;

5.2.2

carry out your instructions;

5.2.3

carry out checks in relation to anti-money laundering;

5.2.4

manage our relationship with you, including (unless you tell us otherwise)
telling you about products and services we think may be relevant for you;

5.2.5

understand how you use our services;

5.2.6

support our network operations;

5.2.7

prevent or detect crime including fraud and financial crime, e.g. financing for
terrorism and human trafficking;

5.2.8

ensure security and business continuity;

5.2.9

manage risk;

5.2.10

improve our products and services;

5.2.11

analyse data to better understand your circumstances and preferences so
we can make sure we can improve our service offering;

5.2.12

protect our legal rights and comply with our legal obligations;

6.

YOUR RIGHTS

6.1

You have a number of rights in relation to the information that we hold about you.
These rights include:
6.1.1
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6.1.2

in some circumstances, the right to withdraw your consent to our processing
of your information, which you can do at any time. We may continue to
process your information if we have another legitimate reason for doing so;

6.1.3

in some circumstances, the right to receive certain information you have
provided to us in an electronic format and/or request that we transmit it to a
third party;

6.1.4

the right to request that we rectify your information if it’s inaccurate or
incomplete;

6.1.5

in some circumstances, the right to request that we erase your information.
We may continue to retain your information if we’re entitled or required to
retain it;

6.1.6

the right to object to, and to request that we restrict, our processing of your
information in some circumstances. Again, there may be situations where
you object to, or ask us to restrict, our processing of your information but
we’re entitled to continue processing your information and/or to refuse that
request.

6.2

You can exercise your rights by contacting us. You also have a right to complain to the
data protection regulator in the country where you live or work.

7.

WHO WE MAY SHARE YOUR INFORMATION WITH

7.1

We will not share your information with anyone outside Chintai except:
7.1.1

where we have your permission;

7.1.2

where required for your product or service;

7.1.3

where we are required by law and by law enforcement agencies, judicial
bodies, government entities, tax authorities or regulatory bodies around the
world;

7.1.4

with third parties where required by law to help recover funds that have
entered your account as a result of a misdirected payment by such a third
party;

7.1.5

with sub-contractors such as who we have engaged from time to time to
undertake our KYC/AML verification process;

7.1.6

with developers of distributed applications on the Chintai Network subject to
our obtaining your prior approval before doing so;

7.1.7

where you have agreed for us to do so, or where we suspect funds have
entered your account as a result of a financial crime;

7.1.8

where permitted by law, it is necessary for our legitimate interests and it is
not inconsistent with the purposes listed above.

8.

HOW LONG DO WE KEEP YOUR INFORMATION FOR?

8.1

We will retain your personal data in accordance with applicable law and our own data
storage time limits. Whilst we will never retain your information for longer than
necessary, we will take the following factors into account:
8.1.1
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8.1.2

guidance from government or regulatory bodies;

8.1.3

how long we need to keep the data to fulfil the original purpose for which it
was collected;

8.1.4

the nature and sensitivity of personal data; and

8.1.5

compliance with legal obligations

9.

HOW WE PROTECT YOUR DATA?

9.1

The protection and security of your personal data is a high priority for us. We have a
dedicated team who enforce and assure good industry security practices. This
enables us to secure and protect personal data from loss or unauthorised disclosure
or damage in a consistent and appropriate manner.

10.

HOW TO CHANGE YOUR MARKETING PREFERENCES

10.1

You will receive an email from us when your contact details are added to our contacts
database. If you no longer want to receive any marketing from us, please send an
email to support@chintai.io and we will action your request. Please note it can take up
to 72 hours for your request to take effect.

11.

RESIDENTS OF THE STATE OF CALIFORNIA (USA)

11.1

Pursuant to the California Consumer Privacy Act of 2018 (“CCPA”), California
residents have certain rights in relation to their personal information, subject to limited
exceptions. For personal information collected by us during the preceding 12 months
that is not otherwise subject to an exception, California residents have the right to
access and delete their personal information.

11.2

Chintai will not discriminate against any customer that asserts their rights under the
CCPA. We will not: (1) deny you goods or services; (2) charge you different prices or
rates for goods or services, including through granting discounts or other benefits, or
imposing penalties; (3) provide you a different level of qualify of goods or services; or
(4) suggest that you may receive a different price or rate for goods or services or a
different level of quality of goods or services.

11.3

If you are a California resident, you have the right to request certain information from
us regarding our information-sharing practices with third parties for direct marketing
purposes. To the extent that we share your personal information for direct marketing
purposes, you may receive the following information: (1) the categories of information
and sources of information that we disclosed to third parties for direct marketing
purposes during the preceding year; and (2) the names and address information of
third parties that received such information, or if the nature of their business cannot be
determined from the name, the examples of the products or services marketed.

11.4

To the extent that Chintai sells your personal information to third parties, you also
have the right to request that we disclose to you: (i) the categories of your personal
information that we sold, and (ii) the categories of third parties to whom your personal
information was sold. You also have the right to direct us not to sell your personal
information.

11.5

California residents may also designate an authorized agent to make a request to
access or delete on your behalf. Your authorized agent must submit proof that you
have provided them with power of attorney pursuant to Probate Code sections 4000
through 4465. We may deny a request from a purported authorized agent who does
not provide proof of authorization to act on your behalf.
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11.6

If you are a California resident, you may exercise your rights by contacting us at the
addresses and numbers provided below.

12.

HOW TO MAKE A COMPLAINT

12.1

You should direct any complaint relating to how we have processed your personal
data to support@chintai.io.

12.2

We hope that we can resolve any query or concern you raise about our use of your
personal data.

12.3

Under applicable law, you also have the right to lodge a complaint with a supervisory
authority, in particular in the European Union (or European Economic Area) state
where you work, normally live or where any alleged infringement of data protection
laws has occurred.

13.

LINKS TO OTHER WEBSITES

13.1

We sometimes provide you with links to other websites, but these websites are not
under our control. We will not be liable to you for any issues arising in connection with
their use of your information, the website content or the services offered to you by
these websites.

13.2

We recommend that you check the privacy policy and terms and conditions on each
website to see how each third party will process your information.

14.

TRANSFER OF DATA BETWEEN JURISDICTIONS

14.1

As an international business, personal data may be transferred to our subsidiaries and
affiliates worldwide due to, for example, our shared IT systems and/or cross border
working.

14.2

When contracting with suppliers and/or transferring personal data to a different
jurisdiction, we will take appropriate steps to ensure that your data is treated securely
and the means of transfer provide adequate safeguards in accordance with applicable
law.

15.

CONTACT INFORMATION

15.1

Please contact us at support@chintai.io should you require any assistance or further
clarification on this privacy policy.

74476787.1\TB18

6

